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OVERVIEW

passed evaluation by meeting requiren:
sanitization of magnetic hard disk drives. Meant to serve
codorsement by the NSA/CSS or the U.S. Government

s ments set by the NSA/CSS for the
rve as guidance, inclusion in this document is not an

DB-70HB is designed to conform the NSA/NIST guideline
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Platter Crushed, Warped and Mangled by Phiston MediaVise's
Interlocking Plates

Crushing Plates

The MediaVise is the only hard drive destruction system to use a
patented, corrugated, interlocking, hardened steel plated design. These
5.75-inch by 4.25-inch plates attack the entire hard drive, not just select
points, and will damage every component of the drive including casing,
circuit boards, read/write heads, and platters. This, however, requires a
tremendous amount of force so that sufficient pressure can be applied
on every point of the hard drive, otherwise the hard drive would not be

sufficiently destroyed.

Currently, no mechanical or electrical system the size of MediaVise® can
produce enough force to employ a plate design that can attack all

surfaces of the hard drive at one time and in one damaging crush cycle.

The MediaVise® overcomes this obstacle by using a hydraulic system

that produces an unmatched 40,000 pounds of crushing force. Destruction: Complete bending, and distortion of entire platter area
leading to total data loss. This means that EVERYTHING and EVERY
Warping and crushing each and every platter in the drive will cause COMPONENT on a hard drive is targeted and demolished.

changes in the magnetic surface of the platters. Once the magnetic
sequence is changed (mangled) information is lost, not even imaging Data is unrecoverable, even by Forensic means.
software used by the experts to attempt to interpolate the lost data will

be effective.

Ef:FHEROIILZSEORYEBRE T —4ERITTF
AIRETY

Destruction: Data along bend line Current Methodologies

completely destroyed.

Electro-mechanical systems of comparable size to the MediaVise® will

FOLDING
Weakness:Data stored in sectors on typically produce less than 10,000 pounds of force. Such machines must
flat outer edges can still be recovered. focus their limited destructive force on small areas, lines or points on the
platters, leaving other areas unscathed. While folding hard drives, drilling
holes in hard drives, and even punching out the core disc spindle of hard
: . drives may make them inoperable, these methods often leave behind
Destruction: Data surrounding
smooth, flat surfaces from which data can be recovered using forensic
puncture holes completely destroyed.
methods. Indeed, not only are entire intact segments left untouched on
PIERCING i i 7 i i
R Weakness:Data stored in sectors on each platter, but entire cylinders of information may remain intact on the
flat areas between hole and on outer entire stacked array of platters.
edges can still recovered.
. B VR 3K T, 420RBIF. TX—ERLAGE S OLHRE
I3, EIHOFREEEHLEY £T0T, BIREE OHAPBLETT,
Destruction: Data around the center
of the platters completely destroyed.
PLUNGING

Weakness:Data stored in segments

on flat ou'fer edges can still be USA Ph iStOI‘l*i ‘3 Im
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UNCLASSIFIED

NSA/CSS Evaluated Products List for
Solid State Disintegrators

July 2021

OVERVIEW

Devices included on this list have passed evaluation by meeting requirements set by the NSA/CSS for the
destruction of classified solid state storage devices. Meant to serve as guidance, inclusion in this document is not
an endorsement by the NSA/CSS or the U.S. Government. All listed products sanitize TS/SCI and below.

QUALIFICATIONS FOR APPROVAL WHAT YOU NEED TO KNOW

Performance testing evaluates the device’s ability to 1.
reduce any solid state storage device to a maximum
edge size of 2 millimeter or less.

This list serves as guidance for the disintegration
of solid state and optical devices. Examples of
solid state storage devices include:

e Cell phones

Devices that meet the NSA/CSS sanitization Tablets

L]
specification for specific solid state storage devices, e USB/Flash/Thumb Drives
as well as optical storage devices are identified as e Solid State Drives inside desktop computers
such. and laptops
e Circuit Boards
Equipment is listed in alphabetical order by vendor e SIM Cards, EMV Cards, Credit Cards and

and contains all solid state disintegrators that have other Magnetic Strip Cards
passed evaluation. Models that are no longer Optical storage devices include:
manufactured but still approved are included. e CDs, DVDs and Blu-ray Disks (BD)

2. Not all devices can securely disintegrate all solid
state storage devices. Be sure to review the
“acceptable material” remarks for approved
formats.

Vendors submitting equipment for evaluation will no
longer have their return shipping costs funded by
NSA.
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