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To go directly to the Online Guide,
lick on Online Guide to Security Responsibilities

For information about this product and guidance
for putting it on your network,customizing it,
using it for security and threat analysis training,
promoting it, and monitoring its effectiveness
click on Implementation Package
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Overview

Computer networks make enormous amounts of data available in one convenient
location where it is vulnerable to unauthorized disclosure, theft, modification, or
destruction. The greater the concentration, the greater the potential consequences of
any security breach

Cyberspace has become a fitth domain of warfare comparable to land, sea, air, and
space, and the frequency and magnitude of cyber attacks on the United States have
increased exponentially during the past 10 years. Successful cyber penetration of our
military and civilian infrastructure and weapons development programs is a grave risk
to our national security. This Is discussed in the Cyber Esplonage section of the Short
Course in Counterintelligence module

Foreign militaries have developed offensive capabilities in cyberspace, and more than
100 foreign intelligence services are trying to break into U_S. networks to gain access
to proprietary, sensitive, or classified information. Hackers now probe this system
thousands of times and automatically scan for weaknesses millions of times every
day.1 Attacks on our computer networks also come from nongovernmental
organizations, business competitors and gangs. as well as insiders with malicious
intentions

The Department of Defense has created the U.S. Cyber Command to fight this battle,
which is, largely, a battle of wits between computer specialists. However, everyone
with access to a computer holding sensitive information plays a role in this battle. The
common saying that "security is everyone's responsibility” is especially true with
computer security. It is essential that you understand the vuinerabilities of this
medium that is changing the world because YOU. unknowingly, can endanger your
employer's entire computer network. Any network is only as secure as its weakest
link.

This module starts with security rules and procedures for the three conditions under
which you use computers — Secure Use of Office Network, Secure Use of Personal
Computer, and Secure Use of Portable Devices. A fundamental security element of all
computer usage is the user Authentication and Passwords procedures that control
who has access to your computer. This authentication process is evolving and
becoming more complex to keep up with advances in digital technology

For most of us, email Is an important part of our office and our private lives. Email v
Pitfalls discusses the various ways this part of our life can cause problems. At the
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Disposal of Digital Storage Devices

Individuals and organizations often want to replace their existing desktop computers,
laptops. and smaller devices such as PDAs or Blackberries that also have digital
memories. What to do with the old ones presents a problem, as the old system
memories typically contain sensitive government or business Information or sensitive
personal information such as social security numbers, credit card numbers, account
numbers, IDs, and passwords

Whether you give away your excess or outdated digital equipment, sell it on eBay or
just set it at the curb with the rest of your trash, you need to take appropriate
precautions to ensure that sensitive data is destroyed or remains protected and not
inadvertently passed on to unknown others. The following paragraphs discuss
policies and best practices to assist organizations and individuals in properly
removing the data on their digital devices prior to their disposal or reuse

Massachusetts Institute of Technology (MIT) conducted a study to determine what
kind of information can be recovered from used hard drives. They bought 158 used
hard drives from eBay and other sources. The computers had originally belonged to
a variety of businesses ranging from banks to law firms. They discovered that only
12 of the 158 hard drives had had their data destroyed in a way that kept the data
from being recovered. From the other 146 drives, they recovered thousands of credit
card numbers, soclal security numbers, medical records, emails, and other sensitive
information. 1

Many people are under the false impression that when they delete a file this
Information Is removed from the hard drive, but this is not the case. Deleting all your
files does not delete the files from the hard drive. It just removes the information the
hard drive needs 1o find the files; It does nothing to the files themselves

There is also a widespread belief that formatting a hard drive will completely remove
all data. "This false understanding Is derived from the somewhat misleading warning
given before format operations: 'Warming: Formatting the disk will permanently
remove all data.' However, formatting a disk does not delete the actual data. Only a
small percentage of the data on the drive is actually overwritten.... Formatting
complicates the recovery of fragmented files, but does not prevent it." 2

Disposal of hand-held communications devices such as Personal Digital Assistants
(PDAs), Blackberries, and various types of smart phones presents similar problems
A study of 160 discarded hand-held communications devices by the University of
Glamorgan in Australia found that information had not been removed effectively from
43% of the Blackberries and 23% of the mobile smart phones. As a result,
individuals were exposed to identity theft and organizations were exposed to loss of
sensitive information to their competitors. 3

% When you delete a file, most computer operating systems
delete only the “pointer"” which allows the computer to find the file
on your hard drive. The file itself is not deleted until it is overwritten
by another file. Just deleting a file is comparable to deleting a
chapter heading from the table of contents of a book, but not
removing the pages on which the chapter is written. Some networks
may be configured to "wipe" or purge the hard drive when
information Is deleted, but most are not.

Regulations

Sanitization is the process of removing data from storage media so that it may not be
easlly retrieved or reconstructed. The types of media that need to be sanitized before
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recoverable. These are described briefly below. Each method has its own particular
advantages and disadvantages, so the choice of method depends upon the
particular circumstances. especially the level of classification or sensitivity and the
type of media on which the data is stored. 4

Overwriting

This is a process whereby a software program writes a combination of 0s and 1s
over all the data on the hard drive. This process, which requires a special software
program, covers previous data with multiple layers of magnetic flux, making the data
unreadable. The more frequently the data is overwritten, the greater the security.
Three to seven repetitions are normal. This process is also known as "wiping" the
hard drive or "wiping out " the data. The overwriting must be done by a trained
person who certifies that the process has been successfully completed.

An advantage of this process is that the hard disk is not destroyed, so the drive can
then be reused. The computer can be given to a different person or office, sold, or
donated to charity. Overwriting may also be less expensive than physical destruction
or degaussing when used to sanitize just a few drives. On the other hand, the
overwriting takes considerable time when done well (i.e., many overwrites), so it may
not be cost-effective when sanitizing a large number of drives.

Degaussing

Degaussing is the process of removing or neutralizing a magnetic field. It requires
special equipment designed and approved for the type of media being sanitized.
Equipment of the type required for degaussing a hard disk is expensive, so this
process is used more often with smaller magnetic media such as floppy disks and
backup tapes. Degaussing may do a more thorough job of sanitization than
overwriting, but the drive is no longer usable after this process. The process requires
approved equipment operated by a trained individual who certifies successful
completion

Physical Destruction

The safest and surest way to sanitize a hard drive is to physically destroy it. This is
an attractive option if the drive is to be discarded anyway and not reused. One
common method is shred or drill four holes through the entire drive. Another
approach is to pry the platters apart to the extent that each platter is sufficiently
warped or distorted to make it inoperable. It can also be taken to a professional for
destruction. Some consumer electronics stores will do this as a courtesy for
individual customers worried about what will happen to their old hard drive.

Physical destruction is also a good, and certainly easier, alternative for sanitizing
smaller digital memory devices that contain sensitive or personal information such as
thumb or flash drives, PDAs, and iPods
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Overwriting

This is a process whereby a software program writes a combination of Os and 1s over all the data on the hard drive. This process, which
requires a special software program, covers previous data with multiple layers of magnetic flux, making the data unreadable. The more
frequently the data is overwritten, the greater the security. Three to seven repetitions are normal. This process is also known as "wiping"
the hard drive or "wiping out " the data. The overwriting must be done by a trained person who certifies that the process has been
successfully completed.

An advantage of this process is that the hard disk is not destroyed, so the drive can then be reused. The computer can be givento a
different person or office, sold, or donated to charity. Overwriting may also be less expensive than physical destruction or degaussing when
used to sanitize just a few drives. On the other hand, the overwriting takes considerable time when done well (i.e., many overwrites), so it
may not be cost-effective when sanitizing a large number of drives.

Degaussing

Degaussing is the process of removing or neutralizing a magnetic field. It requires special equipment designed and approved for the type of
media being sanitized. Equipment of the type required for degaussing a hard disk is expensive, so this process is used more often with
smaller magnetic media such as floppy disks and backup tapes. Degaussing may do a more thorough job of sanitization than overwriting,
but the drive is no longer usable after this process. The process requires approved equipment operated by a trained individual who certifies
successful completion.

Physical Destruction

The safest and surest way to sanitize a hard drive is to physically destroy it. This is an attractive option if the drive is to be discarded anyway
and not reused. One common method is shred or drill four holes through the entire drive. Another approach is to pry the platters apart to
the extent that each platter is sufficiently warped or distorted to make it inoperable. It can also be taken to a professional for destruction.
Some consumer electronics stores will do this as a courtesy for individual customers worried about what will happen to their old hard drive.

Physical destruction is also a good, and certainly easier, alternative for sanitizing smaller digital memory devices that contain sensitive or
personal information such as thumb or flash drives, PDAs, and iPods.
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